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Abstract

The Jaclidaw Datohase Packagze was dasienad and develoned by

the author whilst werling at Combridee University, England, and

has now been implemented on the [Nt 370/1F5 At PUC<DJ
t 3 .

The units of infn%mation held in a Jockdny databose are
called ”entries”, and are classifiad according to their type: for
examnle, a datahase miecht contain Rnm™: and pErcnv entrins;‘"nsic
information (such as the MAME of a proens mAay ha stored in. the
"primitive fialds" of an enfry, and Eo]atinnshias Hﬁfw;nn entries
(such as the "nnv ip vhich a PFReaM wApbgy Apa renrasentad by

pointers held in "link ficlcg" ~f the relatad entries,

One of the rejor applications of Jactdav at Cambrideas was the
provision of nn»administrAtive datahase in which inforﬁntion
about users of theﬂCOﬂQutinﬁiﬁcrvice wés held, This informatién
included their nanes, addresses,, departments, and allonatinns of
comnutihg resources, Fﬁe dotehase wnsg Undntcd interactively hy

the Peceptinnist and Tape Librarian on a day=to-day hasis, and

reports were generated.in the usual WAy in hatch made,

Ine desimn requirement of paramnunt importance was that the
“atabese itself should not suffer damage in the svent of svstem
nr anplication oromram failures, and varicus im=plemantatlon

techniques were used to fry to achierve this end,

T!

opaner commnnces with an intredurtinn tn the Jaclday

Dactase facilities, which is followed hy A detailed dﬁscrlot}on‘

of the techniques used to ensure intogrlty.
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The Jackdaw Database Package.

étatus
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The Jackdaw package is'written in a portable software’

prosramming language called RCPL [jj, and is currently availahle in

‘"rasil on the IBM 370/165 at PUC-R.,

The M"nucleus" of the system provides a likrarvy of.

procediures” which may he called from PCPL nresrams to

«

upcdate entries in a database., Seversl genaral-nurnose
also cvailable for "non-programmers” to use including
enquiry/undate program desicned for irteractive use,

generator for producing formatted Tistings,

"I'

interrrcate

nterfoce.

a

nrograms are -

o

n

and

An essentially "network'"-approach is adopted far the

a report

n

d

representation of data relationshins, althouch the concepts involved

are somevhat more straidchtforward than those of CNDASY] [3}.
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The main body of this.paper,'ﬁection 11, is devoted to-the
description ofva'génerPI technique-Fnr ensuring the integrity of a
data%ase. This technique has been succegsfully employed by the
authbr in the'déckdaw database package, and the first section
p}ovides a brief introduction to this sygtem. Finally, in °eéti9h
111, some further applicat?éns'of the technfque in a multi-user

environment are suggested,
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Structural Nescription

The way in which information may ke represented. in a Jackdow
database is best illustrated by exarmnle - for a more complete

account, see ].

The following "definition-statemrnts" define a database in which

.information -about shops and the items they have for sale is held:

APD CLASS S0P
BEGIN
STRING APPRESS
PONL NPEMANSUNDAYS

EMD

ADR CLASS [TEM
RERIN
STRIMG DFSCRIPTION
INT PRICE

ENDY

ADD LINK (SHOPS, STNCK) FPOM |TEH TN SHAn



.849, .

The "ADD CLASS" statements deflne the basic structure of. the
differant kinds of entry that may appear in the database: for

example, each SHOP entry has a2 fleld called ADPRFSS of tybe STRIMG

and a hoofcan Field cél]ed OPENOMSUMRAYS . In addition, every entry
muétihave an identifer (unique withi% its class) hv which it is.
raferenced; in the case of ITEM entries this misht be the item's
code—ndmbc? (although it gou]a equally wall be the name of the item

provided that this wes unique),

Thé "ARD LIMK" statement defin9§mivtwo—way ro1ationshin hetwaen
SHOR and 1TEM entries. Unlike the CAnACY] Mgt concept the
rolationsﬁip is many-to-many (séé iﬁ}): ane item may ha gtocked hy
several shons, and one shop may stozk severél items, The ﬁnfnrmnti%n
about which shops steck @ particular item ¥ is held in a V{ink
Field" called SUNPS in the entry feor 1T ¥X: sirmilerly, the items
stocked by shop Y are referred to hy the link field called ?T“ék in

SHOP entry Y.

“thenever "a new link is created from onebentry Y to another entry
Y, the corresponding link from Y to X is autoratically inserted by
The packare, and so an applications proirnwmer dnes not need to Eé
concearned about the "direction' 'of the relaticnshin: he may add
ATFMs to theTTNCK field of a q1no antry or add SVNPg to the 'SHNAPS

firld of an ITFM entry according to whichever is most conveniént,

.The following diagram illustrates two SHAP eatriers and three

1TF entries tosmether with relatinnshins hetween them:



ITEM #2573
A OUNUTY | DESCPIPTION
AT | ——————— I :
e ] 20 | PRICE
SHOP S1 , i [ . |
. —— £ __'_.,, PR ! I : | .SHNPS]
APDRESS | '"LOMDOMY |K\\’/'_ : e ———
. fmmmmmmm - | ey
NPENOMSUMDAYS| - TRIE |7 S ITEM #39n
R . (i N, mmmee- Adatete : -
STNCK | R ~. 7>| "SORFYM | DESCRIPTION
---------- N it
' ’ o un | PRICE
SHOP S2 fasmommonaa |
B ittt & N e | SHOPS
ANNRFSS | "BRISTOLY| F N taiatat
I-——-----—*l&\\\
OPFNONSUMNAYS]  FALSE | ' ITEM #3140
[-mmmmmm ! \ L mmmemmmmee :
°TACK | - 51 e 2 "BNLT" | DESCRIPTIONM
mmmm— - f=mmm—=- —==| :
! 15 | PRICE
o I
[e - ] sinps

71 stocks #253 and #320

92 stocks #320 and #340

Wo»conc]ude this section with some exarples of statements in the
enguiry/update language which illustrate how entries and their

fimlds may he.manipulated,

Statement Fffect
TYPE SHOP S1 APNRESS /prints "LoMnant
“TYPE SHOP S1 STOCK /prints "#253, #3201
I TFF #320 PRICF=6N /to undate the price

MEM SHOP S3 (0 ARPRESS=LEFRS

) NPEMOMNSUMPAYS=FALSF

ITEMS=(#35n, #253) .
' /to crerate and-

/ initialise

/  a new SUNP antry

y

TYPE [TEM #340 SHOPS /prints "2, S3"°



.
wW
Ui
ot
.

SECTION |1

Natabase Integrity

lts Importance

A database, especially in an on-1ina environment, is a very
valuable object and it is essential to provide as much protection
for it as Dossibie ftoﬁ the effects of faulty ﬂnn]i?étions‘nrnhrams.
For by its very nature a dafahase is cénfral to many separate
app]féétions, and a databose corrunted by one nraepsm will nrobably
not he useable hy ény other., This is in contrast to the "alassical®
data orocessing fnvironment where a corrupt mnster file nn;y delays

applications dependent on that file.‘

Another irportant differeﬁce is in the monner of undating, In
fho classical situation, a new master file is uéua)ly a modified
copy of the oricinal, which mey be reinstated € anything zoes vrong
during the (batch) update run, A détahase; hovwavar, wf]] be undated
"in-situ", possibly by many.applicatimps simultaneously, and it is
usually -a difficult if not ihpossih)e task to "hacl-un" hath the

databnse and all othes_anplicat?oné in the event that ane

application shouid corrupt the database, (This siturtion je similar.
to that of a multi-programmed operating system whara fallure of ane

User program must not affect other, ‘independent users),
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for the purposésiof the Jackdaw systeﬁ, a corrupt database is
defined as one which cannot be processed corractly by the package:
examples of corruption would be inconsistent indaxeé,jor a
relationship between two entries represented by 'a link in one

direction only, -

The techniques rdescribed below to ensure integrity efficiently
'protect a Jackdaw database against feulty anpllratlnns pregrams and

avalnqt operating system fnl]urés, but do not-attemnt to solve the

problem of .deliberate attacks by mrlicious users,

Apnlications Prosrams Frrors

A Jackdaw databese is held as a sequence of fixed size hTO”kS on
disc, which are reaH into core, updated and written back ta disc as
necessary. InAthe current implementation (as » standard user program
on” the IP* 3Af10/370 series)'pacﬁage code, buffers and anplication
prograc (AP) cade all sHare the same region of core store, nnd'so
errors in the AP mey result in either package cocde or buffers heing
cverwritten, In the Fdrmer cage, we can expect that the-ﬁackage will
abnorm21ly terminate if the corrupted code is ever éxeréised} and so
the ént effect is similar to that of an onerating system crash., The

~latter case is‘more difficﬁ]t.to deal with, but in practice it
appears that simple internél checks carried out on huffors hefore
they arn written hack to disc‘are_aﬁequnte. (For examrle, rach

buffer includes its own block numbher vhich is chacted far Accuracy

N

befare tho.huffer is written hack),
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The possihilty of gveryrftfng huffers -is also mfnimlséd by never
_providihq the AP with pointers‘to arecas within the buffers, fndeed,
there is never any need for an AP tkorite or.read directfy from a

bhuffer area, since all information passed hetweeh the AP and the
dotabase is always copied to or from an AP-sunplied data area by the
package itself, Addreéses for sﬂch data transfars are of course
chnclad by the package to ensure that-theyvlievwithin the AP's part

of the region,

Nther kinds of parameter passed from the AP to the packare can
1

bha directly checked, since they are values which wera previnusly

created by the package. For example, the folloving three Jachdaw

<

interfoce procedures might be called to read the valur of the PPICE

finld of the ITEM antry "#340M:

¥ooi= FINDEMTRY([TOH, Mg3pam)

Moo

it

REANMARN(Y, PPYCF)

RELEASEENTRY (X)

The value Y, used to. represent the located entry "#300"  §g5 the
odidress of a small - data-structure created hy the packaee tn drscribe
the location and structure of the entry and to enahle stthsequent

- e~y : :
refrrences to fields of the entry to ha processed rapidly, Thus the
nackage “nows that the first parameter of "REANMANN! mucr ‘ha the
address of such a data*structure and so can easily check ‘its
validity,

't is worth noting that if the packase code and buffers ware

wld in a separ~te region of store, inaccessihle to the AP except hy

proceure call, then much of the checling descrihed ahove would not
he necessery, Unfortunately, 0S/MVT does not provide facilities of

this kind for normal user programs,
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System Crashes

The casé.of a system-widé feilure diffeff from fhét of an AP
fnllure in that it is not possxble for the package to "trap" the
Fallure and try to tidy up afterwards, ﬁnd SO protection of a
d{tabase agalnst such’ faxlures cannot depend on knowledge of what
‘took place tmmed{ tély prior to the crash, lndeed the only verS|on
of the database in existence aftei a system crash will be that on.-

disec, and so the solution to‘the |ntegrity.problem is to ensure that

the database on disc is always consistent,

Phvsical and lLogical Natahases

The disc file containing a-Jackdaw Uatahmse is orsanised as a
sequence of fixed-size blocks (which may be accessed at random)
numhared from 0 to some max imum, say MP, This is called the

"nhysical database"

The "loqical'dét;base” is organised in a similar w%vaith hlocks
numbered from 0 to ML (<MP), and a mnnpjng from quica1 to physical
hlock number describes where the blocks ‘of the 1O”lPa] Hatabase

appear within the ohysnca] ‘database,
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fRointoré w?thin the database (representing link fields, for,
example) are held as logical block numher/offset Fairs, and the
major part of the backage code onerntes in terms.of such "losical
add;ossqs”: oniy the lowest ]nvé] (where paging and buffar

allocation is performed) needs to be aware of physfcal.addrnsses,

and a clean interface separates this. frem the fest of the package.

- . . .
The logical-te-physical (1P) mrpping is itsalf held in the
physical database in such a way-that it can he read intd core

without knoviledeoe of itself: the firsf hlock . of the manpine is held

in a standard location in the physical file, and itself contains rhe

physical hlock number of the next mepping Hlock, and so on,

T

"he !''ndating "rocess

Vhen the database is first opened, the LP papping is read into

core anﬂ Jsed to translate lozical addresses to physicaluaddrnsses
as roquests are made to read_loﬁical hlocks intn coré buffoers, When
one of these huffers is first undated a spare nhysical hlock is
ﬁilocated to the corrésboqding legical hlock and the LP manbing'in

~cere is undated to reflect this change, Thus when it becomses

necessary'to write the buffer hack to disc, it will mo to a new
locatinn in the nhysical'datahese instead of overwritine the
mrim}nnl version of the corr@spondfng locical hlocl, The affact is
that the.physical dntabasé now contains two Yoqiéal datahases: the-
ariminnl one descrihed by fhe Lp mnppihﬂ nn.disc,‘ﬂnﬁ_the unﬂnted

one desaribod by the I|P mapping: in care, At sore suitahle moament
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(see nextvsectlon) the LP mapping in core Is'written haék‘tO'dfsc so
thaf the updated logical Hatahase ig,how-ﬂnscrfhéd hy hoth the disc
andlcore mappings., If we ehsure ﬁhﬂt only Lp méppingévdngcrihing
consistent logical databases are written to disc, fhch_on]y
consistent datahaées will be defined by the physlcél database which .
is thereby prctécted_from the effects of arhitrary termination of

application programs,

¢

Thc>following'exampie illustrates this‘technique for a logical

database of three blocks held in a physical database of six blocks:

e

13 Open the database end copy the LP mapping (hare held entirely
in physfcal block 0) into core; next read loziral hlock 2

into a huffer:

0 1 2 3 h 5
[L1=->P3 | 1.2 | spare | L1 | spare | snare | Nigec.
[L2->P1 | ! | | o ! :
L1->P3 | L2 | Core
L2->P1 ] | .
2)- Update L2 to meke LZ', and assign a spare physical block to L2

in the mapping in core:.

L1->P3 1 L2 | Core
1.2->P5 | |

- -



3y “hen we necd the core bhuffetr for soma other purnose, we must
write back the altered Hlock to disc, Mote that at this stage
the disc file comtains two versicns of the somn Jomical hlock

(L2 and 1.2'):

n 1 2 3 I 5
[L1->pP% L2 { spare |- L1 [Tsmara |oL2' | Niar
[1L.2->P1 | f l ! | I

| o Core

3

)  Finally the I.P mapping in core is conied back tn the disc and
physical blocks referenced by the old, mapping but not hy the

new are Treed:

A small hut important peint conecerns the writing of a new L°
“apnine from core to disc. The new manping should alwrys he written
.

T spare-hlocks in the physical file, 'so that if the svstem crashes

ot

in the middle of .the writing process tha old meapping s s+i11

available, #7TE technique also increases the litelihood of .

surcessful recovery in the event of parts of the disc file ftself”

hacomineg unreadable,
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Lozical Consistency

The action of writing a new LP mapping from corr to disc to
define a new lozical databhase is called "remaking" the disc file,

and must é]ways be done hefore the database fSYCTOSQd‘after a series

.

of updates. During ‘the execution of an AP it is only necessary to
remake - the file iF thé number of spare blocks hacomes dPngerously
" Tow, or if the AP explicitly reﬁuests a remake in order to nrovide a
”chcckﬁoint" from which it may.&e restarted,

On the other hand, there a?é”timéé when wn must not remake the*
’Fi!e in order ‘te avoid the appearance of inc0ﬂsﬁstcnt lozicél
datahases on disc. For example, if a new link is to he ecreated

hetween two entries the backage must undate hoth entriés (prohably

in separate logical blocks) befare the database is consistent.

Vost”such situations can be accommodated by ensukfng_tée
'availnﬁility of a small number of "spars physical hlocks hefore the
npdatineg process is‘startéd: if sufficient are not'immadiater
avai]ab]é, the disc file is reméde in order to free hlocks
roferonced by the preVious'mapping but no longer‘;equired bv: the new

one,

Certain situations, howéver, may require a lar~e rumler of snare
block;: the ﬁorst possible caﬁe Woufd be the de1¢tion of dn entry
whichvhaﬂ linksvto at least_one entry. in every'hTock of tﬂé
'datnhnsn, thereby requiring the updatfng of evefy lovical bhlock

Wefore the database is consistent, In such cases, the package:
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records extra ?nFormation‘qn the disc when the"fiia is remade to
indfcaté'that some (as yeot incompfete) nnefntinn }s ih prngr055; if
the system craéhes;before a further remake thern‘is'then.enoﬂgh
inférmntioh on-disé to enable tﬁc completion of the Qnérntion.whnh
_thé detabase is next opened,

By careful use bF these techniaues, the current implementatinn
of tha Jackdaw pack5gé not o;]y ensures that only consistent
datahases appear on disc, but also that each interface 6rnceduro’is

“indivisible"; in other words, any interface .nreocedure call will

cither complete its specified action or do nothine at all,
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SECTION 111

Future Nevelopments

The current implementation of qéckdaw allows only'one AP to
update a database ét_a time, althoush many users may read
siﬁu]téneously. Future versionsvwill allow concurrent undate by
several users, and new procedu?es need-to be defined to allow

cooperation and controlled interaction between individual users,

One problem fﬁ an on-1ine database environment with many users*
continually updating the datahase is that of oHtaLning cnns%stentv
reports (see 13]). Fo} example, consider the case of .a progrém vhich
renerates a summary of items in stock followed by a detail report
showing the location of thesc items by werrhouse, If stock figures
are updated wh}]sf this. program is heing e*ecuted, ;he totals in ‘the

two reports will not tally,

This_prohjem may be go]ved by "freezing'" the LP mepping used by
the reportﬂgenerator for the derfion of its_run. Puring this
period, any'ﬁpdates performed byvothervconcdrreng processes -continua
to be reflected in new LP mappings in the usual yny,qucept.that
physicel b]écks referred to by the "frozen" mapping are potvreusedy
The effect s that the physicalvdataﬁase continues to hold the
"frozen" as well as the current ldﬁical dafabase'untll the reports

arc complete,
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A similar techniqua may be dsed to s%?h]y»tnsr new ansplications
'Drﬁmr@mé on.a "live" datahase.~hhcn the datahnrse is onened in "test!
mode,; a copy of the current LP mopping is made far the proerem bheins
trsted, Any updates rade are reflected in this cony, hut not in the
Weaal! LP mappinc. At the end of the run, the cony m¢npinq viould
normally be thrown away, but could altermatively he preserved to
onqﬁ!c "nost~mortem' programs to see how the test had proacressed,
Tnce aszain, the eéfectA}s that the physicalidntahnse reflects more
rhan one lemical dotabase: in this case the "real" H;tphaso tocether

vith thﬁt modified by the pragram under test.
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Summary

This paper has described a. general techninue. for protecting a
database non disc from the effect of system and application program
errors, essentially dependent on the abifity of a single_physical

database to reflect more than one logical datahase,

¢

Further qprIcationg of the fechnfque in a multi-user
environment were suggested, intcuding a facility for obtaiﬁing
_cppsistent reports in an ever-changiﬁg environment, and the ahiTity
to debug new applications against a "live" datahnse,

. . ’ ) §

This technique is employed by the Jackdaw dratabrse package which
has heen used to supbort an Administrative datahése at Ehe
I'miversity of Cambridee Cbmpﬁtiné Sarvice for almost four years;yﬂﬁ
an indicatinn of the success of these techniques it may ha noted
that it has -never been necessary to recover the administrative
dotabrsa frnm.n hackup copy nn:tape, althoush undates arn made

internctively on a daily bhasis.

telnoviledeemnnts

Part of the research described in this paper was realised
whilst the author 'was employed hy the University of Camhridge
Comnutine fervice, England, and further develomment of the

lackdaw package is now heing partly sunported by CMPg At

Pentificia tniversidade Catolica, Nio de Janeiro,
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